dls

ACS Accreditation
standards & resources

d Capabllity s

Creating trust in the capabilities of tech professionals
by setting industry standards

Em Prof Jenny Edwards, Case Manager
Rupert Grayston, Director, Capability
June 2025



Acknowledgement of country

The ACS would like to acknowledge the Traditional Custodians
of the various lands on which we work today. | pay respects to
Elders past, present, and emerging, and recognise and
celebrate the diversity of Indigenous peoples and their ongoing
cultures and connections to the lands and waters of our country.



ACS Accreditation of higher education programs

Australian Computer Society
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Obijectives :

*Assured quality

*Industry-ready graduates

*Trusted by the government and employers
International recognition

*Support for higher education institutions
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2024 Accreditation Outcomes:

Distribution of satisfactory, recommendation and conditional notes for 140 degrees reviewed in 2024
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Leadership and staffing
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Monitoring and review

Conditions
Criterion A program design Recommendations
Criterion B ICT Roles and skills )
Satisfactory

C: ethics

C: social impact

C: teamwork

C: profl comms

C: professional expectations
C: fundamentals

C: ICT infrastructure
C: info+data

C: applicn sys
C:security

C:PM

D: advanced

E: integrated knowledge

F: prep for practice




ACS accreditation observations

2024 accreditation highlights:
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ACS 2024 roprm-couse - courses occrediedin 02
Accreditation E00L 88%
Outcomes D
Reponrt

first time with ACS accreditation

ACS now accrediting
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Key areas for ACS 2025 initiatives:
improvement: » Industry Advisory Board
* Cyber security skills review
* Alin education * SFIA 9 in higher education
* Professional ethics * Cyber Security specialist

accreditation review
* Project management
skills

» Advanced [T subjects




Future Skills Organisation — Top 10 Insights for 2024

https://www.futureskillsorganisation.com.au/2024-top-10-insights
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Industry Skills First Al Cyber Security Pathways
Engagement As industry increasingly values Alis impacting skills and jobs. There continues to be a cyber Jobs in the finance, tech and
. . skills owver qualifications in the While the increasing use of Al skills gap at all levels. all business sectors are evolving

The fast-changing skills needed . . . .
. ) ) evalving job market, we need to offers potential across all jobs, warkers need to be cyber aware, quickly; employment and
in the workforce highlight the ] .

. encourage broader adoption of changes must be carefully and entry level cyber roles made learning pathways need to be

importance of strong . . .

. - a skills-first approach. managed. more accessible to ensure a simple and made more
partnerships between industry - .
pipeline of talent. accessible.

and training providers.
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Policy Change Diversity and Digital Inclusion Generalist and Lifelong Learning
Regulatory and policy changes Inclusion and Dlgltal Divide SPEC|allst Skills The skills required in the
are transforming the finance, - . o . . . workplace are changing
. Skills gaps will not be addressed To cloze the digital divide There is a growing demand for . .
technology and business | | . u i red whict | o st <l continuously. Training
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. employment opportunities are address affordability, which enable them to perform )
challenges and opportunities. ) T - R flexible to reflect the needs of
accessible to everyone. accessibility and ability. well across various tasks and

o ) lifelong learners.
disciplines At the same time

some job roles are becoming
more specialist in their scope



Requests from accredited institutions
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In 2024 we received requests for guidance or examples on:
» Capstone Projects
» Bring Your Own Device policies
» Industry advisory boards
» Advanced subjects
» Professional ethics
» Project management
» Cyber security
» Aligning to job roles and skills via SFIA



ACS accreditation Good Practice
guidelines & FAQs

Developed in response to requests from accredited institutions
Address areas of poor practice or inconsistency

Informative not prescriptive but may be referred to in accreditation as an
Indicative standard

Discussion drafts for feedback
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Good practice guidelines for Bring
Your Own Device (BYOD)

For discussion - key points:

* Minimum required computer specification

* In departmental guidelines, any additional requirements that are discipline specific
* Information Security processes and obligations

« How to access institutional services

 How to access institutionally provided software or discipline specific software

» Support arrangements for BYOD users

* Roles and responsibilities of the institution and users

» Alternative arrangements for students



Good practice guidelines for
Capstone Projects

For discussion - key points:

* Projects are team-based, with a scope that challenges all student teams to incorporate much
of their degree

» Projects are non-trivial and focused on resolving contemporary organisational 'real
world' complex or wicked problems

« Projects incorporate the investigation, development and testing

» Projects require regular/routine reporting and documentation explaining the project and its
progress to the 'client'/project owner, the academic supervisor, and to the student cohort

» Projects should incorporate, as appropriate, professional requirements such as ICT
professional ethics, cyber security and risk management



Good practice guidelines for
Industry Advisory Boards

For discussion - key points:

An AIB is a key means for industry to inform program design

Regular contact and discussion with industry for strategic advice and workplace needs
|ABs to represent local employers, engage with program delivery and meet regularly
IAB ICT subcommittee may be needed in multi-disciplinary faculty

Satellite & partner campus coverage

Interaction with ACS accreditation
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Accreditation draft FAQs

FAQ topics for discussion :

« Recognition of Prior Learning and Credit based on previous studies and/or experience
« Prerequisites for Advanced Subjects

« Requirements for ICT Professional Ethics, Cyber Security, Project Management
 Teamwork

« Al Literacy

* Researcher as ICT professional job role

Other requests/suggestions?
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SFIA9, CBoK & new ACS Occupational
Framework

Accredited institutions have asked for more SFIA guidance; some are innovating with
SFIA in program design & delivery

SFIA9 now covers all ACS CBoK areas
A draft new ACS Occupational Framework could play a role in higher education
Can we better align with employers and governments on graduate skills and pathways?

How can we lift the impact of ACS accreditation for education providers and students?
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Feedback & discussion:

Use of CBoK and SFIA in higher education
and accreditation

Join at menticom | Use vote code 67913985




Skills Framework for the Information Age (SFIA)

* An open-source skills matrix developed in UK in 2000 and
used internationally

« Abasis for job roles, career pathways, professional
certifications and upskilling

* Increasingly used by Australian governments and industry
« Used in ACS accreditation for graduate job skills alignment

 Version 9 has substantial enhancements lending itself to -
broader uses Methaologie®

S 7
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Qualifications & SS){
certifications @=

I SFTA-AU Il SFIA

FOUNDATION



SFIA Version 9 (Oct 2024)

Core framework Navigation

Summary chart, pdfs and Excel

147
professional
skills

7 levels of _
responsibility Categories and sub-

categories

5 generic
attributes & 12
behavioural
factors

672 skill level
descriptions

Related skills for website
browsing

Powered by

IFHESFIA-AU
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Tools and resources

v' Mappings to
industry
frameworks

v Standard skills
profiles

v Assessment
guidelines

v Links to ¢.50 bodies
of knowledge

v' User stories

i SEIA

FOUNDATION



SFIA9 new content

Business skills/behavioural factors

Leadership Collaboration

Learning and

Problem-solving development

Digital mindset Creativity

Powered by

IFHESKFIA-AU

Decision-making

Improvement
mindset

Communication
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Security, privacy
and ethics

Planning

Adaptability

i SEIA

FOUNDATION



SFIA Skills Categories

147 SFIA Skills are grouped into
categories and subcategories

Categories and subcategories
are simply the logical structural
containers to aid navigation
through SFIA

Powered by

IFHESKFIA-AU

I Strategy and architecture

[ Change and transformation
Development and implementation

I Delivery and operation

d People and skills

] Relationships and engagement

i SEIA

FOUNDATION
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Feedback & discussion:

Aligning higher education programs to job
roles

Join at menticom | Use vote code 67913985




ACS Occupations Framework — Job Roles

Cybersecurity

Powered by

IFHESFIA-AU

Cybersecurity
Analyst

Junior/ .
Senior
Graduate
SFIA Levels SFIA Level 1 SFIA Level 2 SFIA Level 4
Follow Assist Enable
Essence of the level in Follows instructions, Assists and supports Performs diverse
SFA9 completes routine others, works under complex activities,
tasks under close routine supervision, supports and
supervision, and and uses discretion to supervises others,
requires guidance. solve routine works autonomously
Learns and applies problems. Actively under general
basic skills and learns through direction, and
knowledge. training and on-the-job contributes expertise
experiences. to deliver team
objectives.
Cybersecurity
Assessment &

Advice Specialist

Cybersecurity
Engineer

Cybersecurity
Operations
Coordinator

Penetration Test
Engineer

Cybersecurity
Architect

DevSecOps
Engineer

Digital Forensics
Analyst

I SEIA

FOUNDATION



ACS Occupations Framework - Job Families

Cloud / Network

. Exec General
Infrastructure & Cybersecurity Data / ML / Al
Hardware Management

Gov /Reg/ Ops Service Portfolio / Project / Process Auto
Compliance / Risk Management Delivery Mgmt Robotics

Product Management QA Testing Sales Account

Software Engineering

| Development Manager

Helpdesk Service Sys / Design /
Support Engineering / Admin

I SFTA-AU I SFIA

FOUNDATION

Telecommunications




CBoK

ACS Occupations Framework

16 job families (disciplines)
140 job roles with key SFIA
skills & levels
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ACS Accreditation Evaluation 2025 Feedback Form

Australian Computer Society

Have you had higher education programs accredited by ACS recently?
We hope that you found the process to be a valuable and beneficial experience for your institution.

To help us improve our processes and services, we would greatly appreciate your feedback on your experience.
Please take a moment to share your thoughts by completing the form linked below.

https://forms.office.com/r/4AWq6sTBUt



https://forms.office.com/r/4AWq6sTBUt

- QUESTIONS
acs

CONTACT US
For further information please contact

Accreditation.ACS@acs.org.au

Capability

Creating trust in the capabilities of tech professionals
by setting industry standards

Thank you



	Slide 1
	Slide 2
	Slide 3: ACS Accreditation of higher education programs Australian Computer Society
	Slide 4
	Slide 5
	Slide 6: Future Skills Organisation – Top 10 Insights for 2024 https://www.futureskillsorganisation.com.au/2024-top-10-insights
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23: ACS Accreditation Evaluation 2025 Feedback Form Australian Computer Society
	Slide 24

